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Agenda
• Introduction: 0h30

– 5 minutes motivation (failure rates) - Bogdan
– 10 minutes checkpoint/restart (application level

versus system level) - Bogdan
– 15 minutes alternatives (ULFM, Replication, etc.) –

George
• VeloC and Hands-on installation: 1h30 – Bogdan

– 25 mins -> VeloC presentation
– 5 mins -> Questions
– 45 mins -> Hands-on-session

• 15 minutes of setup (Docker, example source code)
• 30 minutes of VeloC

– Configuration: 10 minutes
– Filling the gap in the heat equation application: 10 minutes
– Playing with failures: 10 minutes

• ULFM: 1h30 – George 
– 25 mins -> ULFM presentation
– 5 mins -> Questions
– 45 mins -> Hands-on-session

• 30 min on ULFM
• 15 minutes on ULFM + VeloC



Why FT for HPC?

• FT need for HPC was marginal because HPC system MTBF were high 
enough (1 week, 1 month). This is not true anymore for large 
systems today (MTBF of 1 day and less are seen)

• It can only get worse with the increase of the number of 
components and component complexity

• There is no compromise:
– Fault tolerance is not like other problems of HPC (performance, efficiency, 

power consumption, etc.)
– There is no half success: application execution succeeds with correct results or 

fails!
• Clouds are starting considering HPC applications and Cloud nodes 

have typically a much lower MTBF than HPC nodes.



Some important definitions

From Avizienis, Laprie et al.:

Definition from the notion of service: a sequence of the system’s external states 
(perceived by users)

Correct service: is delivered when the service implements the system function. 

Service failure: is an event that occurs when the delivered service deviates from
correct service.

• Failure: at least one (or more) external state of the system deviates

from the correct service state (ex: a computing node fails, a parallel execution fails, 
the application fails)

• Error: part of the internal system state that may lead to … service failure

• Fault: The adjudged or hypothesized cause of an error (root cause of the failure)
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Correct service: is delivered when the service implements the system function. 

Service failure: is an event that occurs when the delivered service deviates from
correct service.

• Failure: at least one (or more) external state of the system deviates

from the correct service state (ex: a computing node fails, a parallel execution fails, 
the application fails)

• Error: part of the internal system state that may lead to … service failure

• Fault: The adjudged or hypothesized cause of an error (root cause of the failure)

Example:
A) A particle hits a DRAM cell and generates a fault
B) The fault changes the DRAM cell state and becomes an error
C) The error does not affect the rest of the system until a process reads 

the cell
D) The error propagates as a failure if after the read of the memory cell 

the software computation, control or I/O deviates from the behavior 
it would have had from a correct memory cell 



Current situation
Fault Model and Approach for HPC

Types of errors:
• Power outage 
• Hard errors (broken component: memory,

network, core, disk, etc.)
• Detected soft errors (bit flip in memory, 

logic, bus)
• OS error (buffer overrun, deadlock, etc.)
• System Software error (service malfunction, time-out)
• Application bugs
• Administrator error (Human)
• User errors (Human)

Classes of errors:
• Detected and corrected (by ECC, Replication, Re-execution)
• Detected and uncorrectable (leading to application crash) 
• Undetected (leading to data corruption, application hang, etc.) 

G. Gibson

Specific Error Outcomes in HPC
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MTBF 10 Years Ago? 

Paul Coteus, IBM



• Two classes:

– Based on proprietary components: IBM designs BG line with a full system 

MTBF of 7 days (true for BG/L, BG/P, BG/Q?)

– Using commodity components (Intel, AMD processors, etc.): MTBF of 

about 1 day (some less, some more) for systems with 100,000+ cores

•

MTBF 5 years ago 

Paul Coteus, IBM



Current failure rates

2	For	example,	GPU	bus	errors	(disconnection	of	the	GPU),	voltage	fault,	kernel	panic,	PCI	width	degrade,	machine	check	exception,	and	SXM	
(PCI)	power	off	observed	in	Titan	lead	to	process	crashes	[Gup15].
3	Time	between	failures	of	any	node	in	the	system.	Each	node	MTBF	is	typically	25	years	in	these	systems	[Tiw14].



Interval between failure can be << MTBF
This observation holds for other systems (including old ones)
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Figure 6. Temporal characteristics of failures from multiple HPC systems. The dashed vertical line indicates the “observed” mean time between failures
(MTBF). Multiple failures that occur beyond the x-axis limits are not shown here for clarity, but they contribute toward MTBF calculation.
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Figure 7. Result of Kolmogorov-Smirnov test (K-S test) for failure
logs of multiple systems. Null hypothesis that the samples for a given
system comes from a given probability distribution function is rejected
at level 0.05 if k-s test’s D-statistics is higher than the critical D-
value. Comparison between D-statistics and critical D-value shows that
Weibull distribution is a better fit in all cases except the last one.

We take advantage of this observation to reduce the checkpoint-
ing overhead on large-scale HPC systems by changing the check-
pointing intervals such that it captures the temporal locality in
failures. Towards that, we use two statistical techniques to fit our
failure inter-arrival times data against four distributions, normal,
Weibull, log normal, and the exponential distribution. First, Fig. 7
shows the results from the Kolmogorov-Smirnov test for different
distributions [15]. We notice that Weibull distribution fits our sam-
ple data better than the exponential distribution. We also present the
QQ-plot for visualizing the fitness of these distributions (Fig. 8),
which reaffirms the K-S test results.

We note that a Weibull distribution is specified using both a
scale parameter (λ) and shape parameter (k). If the value of shape
parameter is less than one, it indicates a high infant mortality rate
(i.e., the failure rate decreases over time). We point out that shape
parameter (k) is less than one for the Weibull distributions that fit
our failure sample data. This has also been observed by other re-
searchers for various other systems [21, 31, 35, 17], indicating a
larger applicability of the new techniques presented in this work
(Section 5), which are based on this observation. Next, we show
how does a better fitting Weibull distribution affect the OCI and the
total execution time (as opposed to the previously discussed analyt-
ical model and simulation-based results that assumed exponential
distribution of failure inter-arrival times).
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QQ−Plot from Failure Log Samples (LANL System 5)

Figure 8. QQ-Plot for graphical representation of fitting different
probability distribution functions (PDF). The quantiles drawn from
the sample (failure log) are on the x-axis and y-axis shows theoretical
quantiles. If the samples statistically come from a particular distribution
function then points of QQ-plot fall on or near the straight line with
slope=1. Only three representative failure logs are plotted due to space
constraints, the rest show similar behavior.

4.2 Effect of Temporal Locality in Failures on OCI

We found that the failure inter-arrival times are better fitted by a
Weibull distribution than an exponential distribution. Therefore, in
this section we present the results from our event-driven simulator
to study how the OCI and total execution time are affected if failure
events are drawn from a Weibull distribution instead of an expo-
nential distribution (as assumed in previously discussed analytical
model). Fig. 9 shows the total execution time of a “hero” run on
three different systems (10K, 20K and 100K nodes). We notice that
the Weibull distribution curve is always below the exponential dis-
tribution curve. This result suggests that if failure events are drawn
from a Weibull distribution, it will result in an overall execution
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Figure 6. Temporal characteristics of failures from multiple HPC systems. The dashed vertical line indicates the “observed” mean time between failures
(MTBF). Multiple failures that occur beyond the x-axis limits are not shown here for clarity, but they contribute toward MTBF calculation.
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Figure 7. Result of Kolmogorov-Smirnov test (K-S test) for failure
logs of multiple systems. Null hypothesis that the samples for a given
system comes from a given probability distribution function is rejected
at level 0.05 if k-s test’s D-statistics is higher than the critical D-
value. Comparison between D-statistics and critical D-value shows that
Weibull distribution is a better fit in all cases except the last one.

We take advantage of this observation to reduce the checkpoint-
ing overhead on large-scale HPC systems by changing the check-
pointing intervals such that it captures the temporal locality in
failures. Towards that, we use two statistical techniques to fit our
failure inter-arrival times data against four distributions, normal,
Weibull, log normal, and the exponential distribution. First, Fig. 7
shows the results from the Kolmogorov-Smirnov test for different
distributions [15]. We notice that Weibull distribution fits our sam-
ple data better than the exponential distribution. We also present the
QQ-plot for visualizing the fitness of these distributions (Fig. 8),
which reaffirms the K-S test results.

We note that a Weibull distribution is specified using both a
scale parameter (λ) and shape parameter (k). If the value of shape
parameter is less than one, it indicates a high infant mortality rate
(i.e., the failure rate decreases over time). We point out that shape
parameter (k) is less than one for the Weibull distributions that fit
our failure sample data. This has also been observed by other re-
searchers for various other systems [21, 31, 35, 17], indicating a
larger applicability of the new techniques presented in this work
(Section 5), which are based on this observation. Next, we show
how does a better fitting Weibull distribution affect the OCI and the
total execution time (as opposed to the previously discussed analyt-
ical model and simulation-based results that assumed exponential
distribution of failure inter-arrival times).
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QQ−Plot from Failure Log Samples (LANL System 5)

Figure 8. QQ-Plot for graphical representation of fitting different
probability distribution functions (PDF). The quantiles drawn from
the sample (failure log) are on the x-axis and y-axis shows theoretical
quantiles. If the samples statistically come from a particular distribution
function then points of QQ-plot fall on or near the straight line with
slope=1. Only three representative failure logs are plotted due to space
constraints, the rest show similar behavior.

4.2 Effect of Temporal Locality in Failures on OCI

We found that the failure inter-arrival times are better fitted by a
Weibull distribution than an exponential distribution. Therefore, in
this section we present the results from our event-driven simulator
to study how the OCI and total execution time are affected if failure
events are drawn from a Weibull distribution instead of an expo-
nential distribution (as assumed in previously discussed analytical
model). Fig. 9 shows the total execution time of a “hero” run on
three different systems (10K, 20K and 100K nodes). We notice that
the Weibull distribution curve is always below the exponential dis-
tribution curve. This result suggests that if failure events are drawn
from a Weibull distribution, it will result in an overall execution

Devesh Tiwari, Saurabh Gupta, Sudharshan Vazhkudai, Lazy Checkpointing: Exploiting Temporal Locality in Failures to Mitigate Checkpointing 
Overheads on Extreme-Scale Systems, Proceedings of the Annual IEEE/IFIP Int’l Conference on Dependable Systems and Networks (DSN), 2014.
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Principle of Checkpoint-Restart



Checkpointing techniques
lA checkpoint is just a ‘snapshot’ of a process (or system) at a certain point in 

time
lA checkpointing system provides a way to take these snapshots, and to restart 

from them

Type of checkpoint mechanisms:

VM Level
Completely transparent
Heavyweight (full state of each process + OS)

Kernel & User (System) Level
Easy to add checkpointing to existing code
Works with (almost) any programs
‘Coarse’ grain approach (full state of each process)

Examples: Libckpt, CRIU, DMTCP
Application Level

Could require modifications
Different API (memory level, file level)
‘Fine’ grain approach (only critical state of each process)
Examples: FTI, SCR, VeloC

Text
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SP

Bottom of Stack
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Parallel Checkpointing

The objective is to checkpoint the application 
when there is no in transit messages between 
any two nodes 
Coordination: 
l Automatic through a protocol

l Implicit: application level
Nodes

Ckpt

failure

detection/
global stop

restart

Nodes
Ckpt

failure
detection

restart

Coordinated Checkpoint

Uncoordinated Checkpoint

l Nodes may checkpoint at any time (independently 
of the others)

l Need to log undeterministic events, i.e., in-transit 
messages

l Too complex

Sync

No need for global coordination (scalable)



Application Level Implicitly Coordinated Parallel Checkpointing

Example: heat distribution bulk sync code

while(i < ITER_TIMES) {
localerror = doWork(nbProcs, rank, M, nbLines, g, h);
if (((i % ITER_OUT) == 0) && (rank == 0))

printf("Step : %d, error = %f\n", i, globalerror);
if ((i % REDUCE) == 0)

MPI_Allreduce(&localer, &globaler, 1, MPI_DOUBLE, MPI_MAX, 
MPI_COMM_WORLD);

if (globalerror < PRECISION)
break;

i++;
if (i % CKPT_FREQ == 0) {

FILE *outFile = fopen(“checkpoint”, “wb”);
fwrite(&I, sizeof(int), 1, outFile);
fwrite(h, sizeof(double), M * nbLines, outFile); 
fwrite(g, sizeof(double), M * nbLines, outFile); 

}
}



When to checkpoint
[Young 74] Let’s assume that our system failure rates follow the bath tub pattern.

We are interested to compute the checkpoint interval for the constant failure rate regime

Well modeled by the

Exponential distribution

Failure density function:

MTBF = 1 / 

John W. Young, « A first order approximation to the optimum checkpoint 

interval », Communications of the ACM, Volume 17 Issue 9, Sept. 1974 

The main formula used to compute 
checkpoint
Intervals in HPC systems.

Interval  =        2 x checkpoint-time x MTBF

Failure rate

A more accurate formula by John 

Daly that integrates restart time.

MTBF Rst time Ckpt timeInterval


